END-TO-END ATACK SIMULATION AND INVESTIGATION
SIEMBIOT CYBER ACADEMY

https://cyber-academy.siembiot.eu/

Zona de brainstorming:

Brainstorming Zone

ids
stries information cations informa

Groups in Agents information sn Types

DNS

Defender for Identi Heartbeat

Intune

ess Creation

Copy quer

:"OneDrive" C "FileDownloaded"

data.office365.EventSource:"SharePoin



https://cyber-academy.siembiot.eu/

Descrierea interogarilor:
1. Anomalie de descarcare in masa:

e Aceastainterogare a fost definita pentru a detecta toate evenimentele referitoare la
actiunea de descarcare generata de un utilizator in OneDrive utilizdnd contul sau
Office 365 (valoarea SharePoint face referire la faptul ca descarcarea a fost generata
de pe OneDrive-ul online al utilizatorului, nu de pe dispozitivul local).

Interogare:

location:"office365" AND data.office365.Workload:"OneDrive" AND
data.office365.EventSource:"SharePoint" AND data.office365.0peration:"FileDownloaded"
AND data.office365.Userld:"cbc6fb898c@dom08.SMB0O1"

Rezultat:

Cyber Lab

[> Run query & Save query i= Queries list

Fllte rs 02-03-2026 13:56:18 - 02-03-2026 13:56:18 ™ 15M 60M 24H 7D 300 3MO v

Add filter

1,012 Hits Timestamp: Hours

Timestamp: hours




Mar 02, 2026 @ 09:52:57

Mar 02, 2026 @ 09:52:57

Mar 02, 2026 @ 09:52:57

Mar 02, 2026 @ 09:52:57

Mar 02, 2026 @ 09:52:57

Mar 02, 2026 @ 09:52:57

input.type

data.offi 5.Workload

data.offi 5.Applicationid

ta.offi

data.offic .ListServerTemplate

data.office365.0peration

[0 SMB01-26bb1d907e

SMB01-26bb1d907e

0 SMB01-26bb1d907e

0 SMB01-26bb1d907e

D SMBD1-26bb1d907e

0 SMB01-26bb1d907e

User downlo

User downlo

office365

log

OneDrive

08e18876-6177-487e-bBb5-cfO50c e5598¢

FileDownloaded




Audit.SharePoint
CreationTime Mar 02, 2026 @ 07:49:01

data.offi p5.Correlationld 7 27fbfbal-1080-f000-c157-d29d8993ed18

data.office365.HighPriorityMediaProc

data.offi ourceFileName [ PRk bk ke k d R kiR ) nnp

data.office365.Use

365.EventSource /' SharePoint

ApplicationDisplayName SharePoint Online Web Client Extensibility

RecordType

365.ClientlP v 79.16.175.126

2. Evenimente de la o anumita adresa IP:

e Aceastainterogare va returna toate evenimentele/operatiunile generate in Microsoft
Office 365 pentru o anumita adresa IP.

Interogare:
location:"office365" AND data.office365.ClientIP:"79.16.175.126"

Rezultat:



Cyber Lab

> Run query &, Save query ‘= Queries list

Playground #4

Filters 02-03-2026 12:45:20 - 02-03-2026 12:45:20

Add filter

1,060 Hits Timestamp: Hours

Timestamp: hours

3. Evenimente de la 0 anumita adresa IP care ignora descarcarea fisierelor din
OneDrive:

o Similar cu precedentul, returneaza evenimentele/operatiunile generate in Microsoft
Office 365 pentru o anumita adresa IP, excluzdnd evenimentele/operatiunile despre
descarcarea fisierelor in OneDrive.



Interogare:

location:"office365" AND data.office365.ClientIP:"79.16.175.126" AND NOT
(data.office365.Workload:"OneDrive" AND data.office365.EventSource:"SharePoint" AND
data.office365.0peration:"FileDownloaded")

Rezultat:

Cyber Lab

[> Run query &, Save query ‘= Queries list
Playground #4 v

Filters 02-03-2026 12:59:08 - 02-03-2026 12:59:03

Add filter

Timestamp: Hours

Timestamp: hours

Mar 02, 2026 @ 09:47:53 CI SMB01-26bb1d907e

Mar 02, 2026 @ 09:47:53 I SMB01-26bb1d307e

Mar 02, 2026 @ 09:46:41 01 SMB01-26bb1d907e

Mar 02, 2026 @ 09:46:39 7 SMB01-26bh1d307e

Mar 02, 2026 @ 09:46:39 [ SMB01-26bb1d907e




Success
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Redirect
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data Type AADRiskyUser:

data UserDisplayName [—

data OperationName

data Tenantld

Mar 02. 2026 @ 07

data UserPrincipalName

data Time

- log-analyt;

AADRiskyUsers




4. Evenimente privind utilizatorul de risc:

o Aceastainterogare returneaza evenimente din Azure despre riscul detectat atunci
cand un utilizator s-a conectat dintr-o locatie diferita sau cand este detectata o
locatie noua in comparatie cu cea obisnuita si genereaza o alerta de risc in contul
de utilizator.

Interogare:
data.UserPrincipalName:"cbc6fb898c@dom08.SMB01" AND
data.log_analytics_tag:("AADUserRiskEvents" OR "AADRiskyUsers")

Rezultat:

Cyber Lab

[> Run query & Save query Queries list

Filters 02.03-2026 1259:03 - 02.03-2026 125903 wm 1sm eom (ZEH) 0 30 3MO 1y

Add filter




data UserDisplayName Db

Mogzilla/5.0 (Windows NT 10.0; Win&4; x64) Kit/53 (K

mitreTech
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54cfedc3-ee3b-4805-a5f6-3f1a0ce6f4ad

Mongitud

remediated

userPassedMFAD EBasedPolicy

IdentityProtection

96f1b0ef f2c5-cd5a-;

2026 @ 07:40:30

data Tenantld

26 @ 07:40:30

User Risk Dety

DUserRiskEvents




5. Evenimente privind crearea proceselor generate de browsere:

e Aceastainterogare va returna toate evenimentele cu ID-ul ,,1” (Sysmon: Process
Creation) generate de urmatoarele browsere: Chrome, Firefox, Opera, Brave.

Interogare:

data.win.system.eventlD:1 AND rule.description:(*Process* AND *creation* AND (*Brave*
OR *Chrome* OR *Firefox* OR *Opera*)) AND data.win.system.providerName:"Microsoft-
Windows-Sysmon"

Rezultat:

Cyber Lab

[> Run query &, Save query Queries list

Fl Ite rs 02-03-2026 12:59:03 - 02-03-2026 12:59:03

Add filter

40,337 Hits Timestamp: Hours

Timestamp: hours




6. Evenimente privind crearea de procese generate de browsere pe un anumit
dispozitiv si o anumita adresa URL:

o Similar cu ultima interogare, aceasta va returna evenimente referitoare la ,Crearea
procesului” de catre un browser, cu diferenta ca aceasta interogare va returna
pentru un anumit dispozitiv si pentru o adresa URL specifica accesata de utilizatorul
final.

Interogare:

data.win.system.eventlD:1 AND rule.description:(*Process* AND *creation* AND (*Brave*
OR *Chrome* OR *Firefox* OR *Opera* OR *Edge*)) AND
data.win.system.providerName:"Microsoft-Windows-Sysmon" AND agent.name:*SMB01-
88b850cdfc* AND data.win.system.message:*my.zoom.account.com*

Rezultat:

Cyber Lab

und

[> Run que +, Save quel i= Queries list
Playground £4 e = ety

Fi ‘ters 02-03-2026 12:59:03 - 02-03-2026 12:5%:03

Add filter

Timestamp: Hours

Timestamp: hours




ata.win.eventdata.

data win eventdata

data win eventdata

data.win.e

data.win.e

data.win.e

data.win.e

data.win.ev

D'999.SHA256=0FFEB1260BE7D 13! B2CB4AB32F526A234E65833 368, 6BEE3CDFOBC3616FFC732973FEDF2

5754f81a

5-6115-000000002d00}

oftware\\Brave-Browsery

ginalFileName 7 brave.exe

domDIN365754f81a

{edada798-3704-69a5-29f0-841 000000000}

0x1084f029

C\\Program Fi

mmandLine VoV Program Files\\Br

Program FilesWBr frware\\Bra: r\\Applica
ppData\iLocal\\Brav
frware\\Brave-Br AU
Browser\\User Data
80 —initial-client-data=0x140,0x144,0x148,0x118,0x1

.win.eventdata.terminalsessionld

Medium

5-015-000000003d00}

EventChannal

~data-

xTFfbaact f

?rid=ZuRPFGI

0x7ffb4ac1fif4.0x7 ffb4acif100




7. Toate evenimentele care au in context o valoare specifica:

e Incazulnostru, va returna toate evenimentele care au o adresd URL specificain
context.

Interogare:
data.win.system.message:*my.zoom.account.com*

Rezultat:

Cyber Lab

ound
[> Run query &, Save query = Queries list

Filters 02-03-2026 12:53:03 - 02-03-2026 12:5%:03

Add filter

Timestamp: Hours

Timestamp: hours




8. Evenimente privind crearea de procese generate de browsere pe un anumit
dispozitiv si o anumita adresa URL - Outlook pentru procesul parinte:

e Similar cu celelalte 2 interogari, va returna evenimente referitoare la ,,Crearea
procesului” generate pe dispozitivul afectat pentru o anumita adresa URL si daca
procesul parinte a fost generat de Outlook.

Interogare:

data.win.system.eventlD:1 AND rule.description:(*Process* AND *creation* AND (*Brave*
OR *Chrome* OR *Firefox* OR *Opera* OR *Edge*)) AND
data.win.system.providerName:"Microsoft-Windows-Sysmon" AND agent.name:*SMB01-
88b850cdfc* AND data.win.system.message:*my.zoom.account.com* AND
data.win.eventdata.parentimage:*olk.exe*

Rezultat:

Cyber Lab

[> Run query & Save query i= Queries list

Filters 02-03-2026 12:5%:03 - 02-03-2026 12:5%:03 M 15M -_hn 24| 7D 30D 3MO 1Y

Timestamp: Hours

Timestamp: hours




data.win

data.win.eventdata.hashes
MDS5=CE19EAF58B0D32762BDFE7 D999.SHAZS6=0FFEB1260BETD1S 8 26A234 5! 3 COFOSC3616FFCT32972FEDF2

ntdata.parentimage C:\\Prog: VM 2 i | Bbbwellolk.exe

ntdata.utcTime

nalFileName brave.exe

Medium

f-69a5-a214-000000003400}

mmandLine fi i \ ingle-argument http//my.zoom.account. /?rid=ZuRPFGI

ntdata.terminals:

ntdata.parentCommandLine i i i ForWindows_1.2 3.100_x64__EBwekyb3dEbbw:

ntdata.parentUser dom01W\365754f81a




9. Evenimente despre e-mailuri accesate pentru e-mailuri care au o anumita valoare in
subiect si pentru un anumit utilizator:

e Aceasta interogare va returna toate evenimentele care fac referire la e-mailuri
accesate de un utilizator compromis si care au in subiect o referinta la o valoare din
adresa URL care s-a constatat a fi accesata din Outlook.

Interogare:

location:"office365" AND data.office365.0peration:"MailltemsAccessed" AND
data.office365.Folders.Folderltems.Subject:(*2Zoom* or *zoom*) AND
data.office365.MailboxOwnerUPN:"cbc6fb898c@dom08.SMB01"

Rezultat:

Cyber Lab

ders Folderitams Subject:
[> Run query & Save query Queries list

F”tel’s 02-03-2026 12:5%:03 - 02-03-2026 12:5%:03 ™ 15M 60M [24H 7D 300 3M0 1Y

Timestamp: hours
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nerlPN
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f367T9dc-b221-43ec-83a6-1 facdDllc

Exchange

62-be52-a567-14ea-1616cd4eelbcd

SMED .onmicrosoft

Succeeded
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