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Contextul actual al securitat

Digitalizarea accelerata a
mediului academic

utilizarea extinsa a
platformelor online,
cloud si a accesului
remote

cresterea suprafetei de
atac odata cu
digitalizarea proceselor
educationale

Cresterea atacurilor asupra
institutiilor educationale

* phishing si
compromiterea
conturilor institutionale

e acces neautorizat la
date academice si
administrative
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Il cibernetice

Nevoia de competente
practice in cybersecurity

* diferenta intre pregatirea
teoretica si cerintele
reale ale industriei

* cerere crescuta pentru
specialisti cu experienta
practica
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Provocarea actuala in educatia cybersecurity

* Educatiain securitate cibernetica se confrunta cu o provocare ]
Accent pe teorie

majora: diferenta dintre cunostintele teoretice si competentele ! iy o
Experienta practica limitata

necesare in mediile operationale reale.

* Institutiile academice au nevoie de metode de invatare care sa Diferenta intre cerintele industriei
apropie studentii de scenarii reale si procese utilizate in industrie. Si pregatirea academica

Lipsa expunerii

La scenarii reale de securitate cibernetica

» Cyber Academy raspunde acestei provocari printr-un model
educational care combina cunostintele teoretice cu experienta
practica si colaborarea aplicata, contribuind la cresterea nivelului de
maturitate in securitate cibernetica, in linie cu directiile NIS2.
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Cum raspunde Cyber Academy provocarilor

Aliniere la cerintele NIS2

Platforma ajuta organizatiile sa isi pregateasca personalul pentru cerintele NIS2 prin formarea unor
practici corecte de securitate.

Platforma educationala pentru organizatii/universitati

Cyber Academy ofera cursuri si exemple practice care explica riscurile de securitate si modulin
care acestea sunt gestionate in organizatii.

Invatare progresiva

Participantii pornesc de la concepte de baza si ajung treptat la exercitii si scenarii practice.
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Cum poate fi accesata Cyber Academy

Cyber Academy poate fi accesata usor de organizatii printr-
un cont organizational gratuit, care permite adaugarea
treptata a participantilor in functie de roluri si nevoi.

Accesul este public, iar implementarea poate incepe
gradual, printr-un program pilot adaptat structurii fiecarei

organizatii.

/
/
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4 CYBER : : ombi
Home Knowledge Hub Cyber Lab Brains tormin Zone Siembiot Contact
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Interactive
Cybersecurity Courses

1 Hands-On Skill
Master Cybersecurity: eipment (@
¢
Stay Ahead of Threats ¢
Learn the latest cybersecurity techniques and best practices to protect your ®
data, your business, and your future. ~
Real-World Cyberattack
Simulations B ®

Enroll company Login

Flexible Learning
Options ﬁ

https://cyber-academy.siembiot.eu/
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Accesul in Cyber Academy

Inrolare in platforma Crearea contului

« Utilizatorul completeaza formularul de inscriere, iar  Dupa aprobarea solicitarii, utilizatorul acceseaza
dupa trimitere primeste un mesaj si un email care linkul primit pe email, isi seteaza parola si finalizeaza
confirma ca solicitarea este in curs de verificare. crearea contului pentru a putea accesa platforma.

- - -~
BOOST YOUR COMPANY'S SECURITY WITH .
SOC TRAINING Congratulations

Equip your SOC team to handle today’s toughest cyber threats. Enroll now for expert-led
courses tailored for corporate security teams. Build skills, boost defenses, and stay ahead. CO M P L ETE YO U R REG |STRAT| O N | AC C O U N T R E G I ST E R E D

Start today!
You're almost there!
To complete your account setup, please choose a strong password. After you've set your password,
Company name* you'll gain full access to the courses page, where you can explore all available training resources.
gh Company name Additionally, you'll be able to invite more attendees from your company to join the courses and
enhance their learning experience. We're excited to have you on board!
VAT* Country* ‘ ~
o VAT Select optio
OV Select option v Sisername ; ‘

£ Nemtoi Marian

«

Contact person*

R Contact person

Invited by
Contact email* fh Test NMM EXP
& Contact email
Password*
Contact phone number* &) Password

Your account has been successfully registered. You can now log in and start
exploring all the features available to you.

Q, Contact phone number
Confirm password*

Message (%) Confirm password o .
Message ’ If you have any questions or need assistance, feel free to contact our support
Password requirements team.
4 Min 12 characters A-Z a-z 0-9 special characters

Welcome aboard!

| have reviewed and acknowledged the Terms and conditions and Privacy
Policy of the Cyber Academy website. | have reviewed and acknowledged the Terms and conditions and Privacy Policy of the Cyber Academy
website.

Go to Home
- o
Go to Home Save
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Administrarea organizatiei in Cyber Academy

v' Dupa autentificare, administratorul are acces la zona de M
administrare, unde poate invita administratori sau studenti si le e e
poate oferi acces la Knowledge Hub, Cyber Lab si Brainstorming e e St et
Zone.
Invite student X

v" Doar administratorii pot adauga utilizatori noi.

After submission, an invitation email will be sent to the user with instructions
on how to proceed. The user will be able to accept the invitation and
complete any necessary steps to join the platform.

Name*
- Q Name No content found
CCCCCCC > Administration
. - - Email*
Administration
M Emai
ﬂ Company name r_a Company number A Country
E1 Test NMM ExP M 1234 ‘ l Romania
Cance Save
Students
aaaaaaaaaa
Q Invite admi
ame " E&mail 11t Status  Actions
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn getronics.com Approved |
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Fundamente teoretice

Structura
Cyber Academy

Brainstorming
Zone

Colaborare si analiza

Experienta practica
Expertware 2026
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Knowledge Hub = cursuri gratuite
de awareness in securitate
cibernetica

Peste 30 de cursuri, organizate pe trel directii principale:

v Standardele si bunele practici in securitate cibernetica

v Securitatea dispozitivelor si a activitatilor online

ol ]

v Amenintari cibernetice si metode de protectie

£

*Poti incepe mai multe cursuri simultan.
**Aj posibilitatea de a intrerupe un curs in orice moment si de a-lrelua

ulterior, exact de unde ai ramas.

Cyber-academy.siembiot.eu/knowledge-hub
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Cybersecurity Standards & Best Practices

NIST 800-53 Essentials:
Unlocking Effective Security

GDPR in Cybersecurity

NIST 800-53 Essentials: Unlockin
Effective Security Controls provides
a foundational understanding of

GDPR in Cybersecurity explores the
intersection of data protection and
cybersecurity under the General

© Completed sl [ 200 =2

Device & Online Security

Q 11Q
Securing Your Devices: The
Dangers of Leaving Your

Website Cybersecurity:
Protecting Your Online

In this course, you will learn about
the security risks associated with
leaving your devices unattended

Websites are prime targets for
cyber threats, from data breaches
to hacking attempts. Without

200 = s00 =

Cyber Threats & Protection

0 (&)
p /_‘\,’ l ﬁ
n‘,,// B .
y /8 Y \
\\!( - ) \
\ . I
\ B

L

Safeguarding Your Network
Infrastructure

Safeguarding Your Network
Infrastructure provides a .
comprehensive guide to securing

a0( 2

The Hidden Dangers of
Public Wi-Fi: How to Protect

Public Wi-Fi networks are
convenient but can E{ose significant
cybersecurity risks. Hackers often

Pr_ogress 20% IDD =
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Cybersecurity Domains and
Specializations

The discipline of cybersecurity is
vast and includes many subfields,
each of which focuses on a distinct

© Completed 00 >
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Cybersecurity in Mobile
Banking: Protecting Your

Mobile banking has become a
convenient way to manage
finances, but it also presents

s00 =
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Cyber Security Risk
Management - Frameworks

In the modern di%tal landscape,
the significance of cybersecurity
risk management is more crucial

s00 =

The Importance of Device
Security & Updates

In today’s interconnected world, the
security of your devices is more
important than ever. This course

s00 =

A Beginner's Guide to
Online Safety

Email Phishing -
Understanding, Preventing,

This course provides essential
knowledge to help you navigate the
digital world securely. You will learn

Email Phishing - Understanding,
Preventing, and Respondin,
provides essential knowledge on

200 - a0 >

Phishing Analysis
Fundamentals

This course provides a foundational

understanding of phishing attacks,
how to analyze them, and best

a0 >

Investigation methods -
SIEMBIOT ALERTS

SIEMBIOT Alerts notify SOC teams
about potential security incidents,
helping them detect, investigate,

%
Progress 25% 00 BB

Anomaly discovered in login
events

An anomaly has been detected
between events regarding a user
(328beace84@dom08.SMB01) that

s00 >
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Structura unui curs in Cyber Academy

LZRDEMY Knowledge Hub Cyber Lab Brainstorming Zone

v’ Fiecare curs include o prezentare generala si un indicator al
nivelulul de dificultate: Beginner/Intermediate/Advanced

Courses > Cybersecurity Domains and Specializations

Cybersecurity Domains
and Specializations

Post on 12 February 2025 - 0[] Beginner -

v’ Cursurile sunt structurate in capitole relevante, iar fiecare capitol
contine toate informatiile esentiale legate de subiect.

Informational Quizzes

The discipline of cybersecurity is vast and includes many subfields, each of which
focuses on a distinct facet of protecting digital networks, systems, and data. In
order to defend against changing cyberthreats, cybersecurity experts specialize in
several fields.

v Zona de quiz este disponibila pentru verificarea cunostintelor
Network Security, Endpoint Security, and Cloud Security dobAandite pe pa rcursul cursului.

This chapter covers the key areas of cybersecurity: Network Security, Endpoint Security, and Cloud Security. It explores methods for protecting networks from attacks, securing
devices like laptops and smartphones, and safeguarding data and services hosted on the cloud. Topics include firewalls, antivirus software, encryption, intrusion detection
systems, and identity management.

Informational _ / — Course Chapters

«2 Incident Response

Network Security, Endpoint (]

_— The methodical technique used in incident response (IR) to manage cybersecurity Soamiy, o) Clood S
41 . Which of the followi ng are key Components of network secu rity’ events including data leaks, ransomware attacks, or insider threats is known as . Y
1AM, or identity and access (-]
management
Important stages of incident response: p
. « Development of policies, practices, and incident handling training for preparation. DevSecOPS and Application (-]
A) Firewalls Securi
) « Identification and analysis of possible security events. i
« Containment: By separating impacted systems, one can stop more damage. — Q Incident Response and the (]
« Eradication is the system’s threat being eliminated. (Sseéglty SIS CErnTe
B) I ntrUS|0n Detedlon d nd Preventlo n SyStem B ( ' D PS) ¢ Restoring damaged systems and guaranteeing normal operations starting point is
recovery.
* Analyzing the incident will help to strengthen security policies in post-incident
review. n
. - . N
C) Social media tracking tas®
Typical Problems in Incident Response:
¢ Delayed Detection: Some attacks go months unnoticed. </’
D) Vl rtU a I Prlvate N etWOFkS (VP N S) » Lack of Expertise: Companies battle to locate qualified cybersecurity experts.

~ Attacks from staff members or trusted insiders are challenging to find and

> -apresent an Insider Threat. —
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Cursuri de Cybersecurity
Nivel: Beginner, Limba Engleza, Limba Romana Standal’ds & BeSt PraCticeS

* NIST 800-53 Essentials: Unlocking Effective Security
* GDPRin Cybersecurity
» Safeguarding Your Network Infrastructure

* Cybersecurity Domains and Specializations

. . - Cybersecurity Standards & Best Practices
* Cyber Security Risk Management - Frameworks |

* Phishing Analysis Advanced Tactics

P

 DQL Query Practice — Application Monitoring ' | .

p 7

* Cybersecurity Careers: Your Path to a Future-Proof

« How to use Cyber Lab

NIST 800-53 Essentials: GDPR in Cybersecurity Safeguarding Your Network Cybersecurity Domains and
g g Unlocking Effective Security Infrastructure Specializations
* DQL Query Practice — Windows Logon Types
NIST 800-53 Essentials: Unlockin, GDPR in Cybersecurity explores the Safeguarding Your Network The discipline of cybersecurity is
. i Efffecti\(/je Secuqity gontrolsdprovif es intéersection of dc(ajta pzr']ot%ction alnd Infrastrtﬁ}cture proyiddes a ) vasthanfd iﬂglﬁ(ifes many sub(gi‘elds,
¢ DQ L Q ue ry Pra Ctl ce — Wl N d OWS G rou p a foundational understanding o cybersecurity under the Genera comprehensive guide to securing each of which focuses on a distinct

L @ Completed a0l B> s00 = a0l =2 a0l -

* Social Engineering

* Methods for detecting open ports

* OSINT Foundations in Cybersecurity Operation
* ANEXA 2 - Deepfake (Limba Romana)

* Protejarea sirecuperarea conturilor de social media (Limba Romana)

* Elemente esentiale de securitate cibernetica (Limba Romana)
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Cursuri de Device &
Online Security

Nivel: Beginner, Limba Engleza

* Website Cybersecurity: Protecting Your Online

* Securing Your Devices: The Dangers of Leaving Your
* The Hidden Dangers of Public Wi-Fi: How to Protect
* Cybersecurity in Mobile Banking: Protecting Your

* The Importance of Device Security & Updates

* |Install application attempt generated by a privileged or
non-privileged account

* Web application penetration testing

DIRECTORATUL NATIONAL
DE SECURITATE CIBERNETICA
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Device & Online Security
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Website Cybersecurity: Securing Your Devices: The The Hidden Dangers of Cybersecurity in Mobile

The Importance of Device

Protecting Your Online Dangers of Leaving Your Public Wi-Fi: How to Protect Banking: Protecting Your Security & Updates

Websites are prime targets for In this course, you will learn about Public Wi-Fi networks are i Mobile banking has become a In today’s interconnected world, the
cyber threats, from data breaches the security risks associated with convenient but can EOOSQ significant convenient way to manage security of your devices is more

to hacking attempts. Without leaving your devices unattended cybersecurity risks. Hackers often finances, but it also presents important than ever. This course
000 > 000 = i 2% +00 @ 000 > 000 =

1

/
Securing Your Devices: The Dangers of Leaving Your Devices Unattended

In this course, you will learn about the security risks associated with leaving your devices unattended and how cybercriminals exploit these opportunities. We will explore real-world threats such as unauthorized
access, data theft, malware installation, and physical tampering. You will also discover best practices for securing laptops, smartphones, and other devices in public and private spaces.

Course Content

Introduction to Device Security

Device security is the first line of defense against cybercriminals and unauthorized access. This chapter introduces the fundamental concept of device
security and outlines why it's critical to secure your devices, especially when they are not in use. We'll explore how the smallest oversight, like leaving
your device unlocked for just a few minutes, can open the door for thieves, hackers, or malicious actors to exploit vulnerabilities.

The Dangers of Physical Theft and Unauthorized Access

This chapter dives into the direct risks associated with leaving devices physically unattended. We'll look at how easy it is for devices like laptops,
smartphones, and tablets to be stolen when left unsecured in public or at home. Physical theft is one of the easiest ways cybercriminals gain access to
personal data. But theft is just one part of the story. Unauthorized access can also occur when a device is left unlocked or unattended in shared or
unsecured spaces.

Protecting Personal Data from Cyber Criminals

In today’s digital age, personal data is a valuable commodity. Cybercriminals are constantly looking for ways to steal information such as passwords,
financial records, and personal files, especially from devices that are left unattended. In this chapter, we'll examine the types of cyberattacks that can
occur when your device is not properly secured, including phishing, social engineering, spyware, and keylogging.

18 [:] Beginner 0%

Informational Quizzes

Best Practices for Locking and Securing Your Devices

This chapter provides practical, actionable steps you can take to secure your devices. It goes beyond theory and gives you clear, step-by-step Start now
instructions for locking down your devices, making sure they're safe from unauthorized access. A secure device is one that requires authentication
before it can be accessed, whether through a PIN, password, fingerprint, or facial recognition.
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Cursuri de Cyber Threats &
Protection

Nivel: Beginner, Limba Engleza

* Email Phishing — Understanding, Preventing, and Responding
* ABeginner's Guide to Online Safety

* Phishing Analysis Fundamentals

* Investigation methods - SIEMBIOT ALERTS
* Anomaly discovered in login events

* Red Team Fundamentals

Nivel: Intermediate, Limba Engleza

e Suspicious file has been dropped in a company
* VENOM SPIDER

 Email header analysis

Nivel: Advanced, Limba Engleza
* Multi stage MALWARE compromise using LOL BINS

DIRECTORATUL NATIONAL
DE SECURITATE CIBERNETICA

Cﬁr Threats & Protection
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Phishing Analysis Investigation methods - Anomaly discovered in login Suspicious file has been VENOM SPIDER
Fundamentals SIEMBIOT ALERTS events dropped in a company
This course provides a foundational SIEMBIOT Alerts notify SOC teams An anomaly has been detected An alert from the Sysmon channel A Romanian-Linked cybercrime
understanding of ph\shnl;:, attacks, about potential security incidents, between events regarding a user flagged a suspicious file named operation fueling global Attacks
how to analyze them, and best helping them detect, investigate, (328beace84@dom08. SMB01 ) that 'C \L/ dropped on a company device
cc 2504 ]
s 00 > Erogress % gn0 B a0[] -> ol - on( >

/..wmo > Mult stage MALWARE compr USING LUL BINS
Multi stage MALWARE compromise using LOL BINS

Threat analysis report

Course Content

Executive summary

A sophisticated malware campaign has been observed leveraging WebDAV (Web Distributed Authoring and Versioning) servers and malicious
Windows shortcut files (.LNK) to infect targeted systems.

Key findings

The chapter describes how threat actors use WebDAV servers accessible via HTTP/HTTPS to host malicious .LNK files, tricking victims into downloading
them. These shortcuts execute hidden commands to fetch and run malware while evading detection through multi-stage infection techniques and
masquerading tactics.

Assessment

This chapter outlines how attackers exploit legitimate Windows tools like WebDAV and PowerShell to deliver stealthy, fileless malware. By shifting
from SMB to WebDAV and using obfuscation techniques, they evade detection, making this a threat across multiple industries.

o0 ' Advanced 0%
MITRE ATT&CK Informational
This chapter details various tactics and techniques attackers use to deliver and execute malware, focusing on phishing, obfuscated scripts, and abuse
of legitimate Windows binaries like PowerShell and mshta.exe.
Start now

Attack chain analysis

This chapter outlines a multi-stage WebDAV-based attack chain, starting wnh{rhishing or website redirects to deliver malicious .LNK files. Once
executed, these shortcuts leverage built-in Windows tools like PowerShell and mshta.exe to download and run malware while evading detection. The
attackers use obfuscation and legitimate services to mask activity, emphasizing the need for early-stage detection and holistic security monitoring.
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De la Awareness
la competente operationale

Knowledge Hub Cyber Lab

Cunostinte teoretice Aplicare practica
* intelegerea riscurilor si a amenintarilor * scenarii inspirate din incidente reale
* comportament digital responsabil « analiza si investigare

* bune practici de securitate « lucru in medii simulate SOC (Centrul de Operatiuni

* bazateoretica necesara de Securitate)

* dezvoltarea competentelor SOC operationale

Cyber Academy ofera un parcurs educational complet, de la awareness la competente
operationale, in linie cu cerintele NIS2.

Expertware 2026
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Cyber Lab - aplicarea practica a cunostintelor

CYBER = <> &=

RACRADEMY Knowledge Hub  (NEYBEFEABN  Erainstorming Z AS' adrian savu!
Courses > Cyber Lab
Cyber Lab
@
Ri LA = list
Playground a4 > [> Run query ave query Queries lis|
Filters 20-07-2025 13:49:12 - 19-08-2025 13:49:12 M 1sM  6oM 244 7D [B0B) 3mO 1Y
Add filter v
532,110,399 Hits Timestamp: Hours
=
Hﬂm—i’_ 1 KN § — = - F re. o

Aug 19, 2025 @ 13:49:12 2 SMB333-889070115¢ - Security A process was created.

De unde saincepi?

Potiincepe cu cursul introductiv din CyberAcademy - ,,How to use Cyber Lab”, care te
va ghida pas cu pas in utilizarea laboratorului virtual de securitate cibernetica.

v' Testeaza si analizeaza interogari de securitate pe
seturi de date reale.

v' Invata sa folosesti DQL (Dashboards
QuerylLanguage), un limbaj simplificat pentru

filtrarea si cautarea eficienta a datelor.

v' Exploreaza o zona sigura, unde poti experimenta
liber fara riscul de a afecta sistemul.

v Vizualizeaza date anonimizate in timp real,

colectate de la zeci de mii de dispozitive active.

cyber-academy.siembiot.eu/cyber-lab
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Brainstorming Zone

Colaborare si analiza aplicata
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Brainstorming Zone este modulul colaborativ al platformei CyberAcademy, destinat participantilor. Este spatiul unde
investigatiile individuale din Cyber Lab devin exercitii colective, unde participantii pot discuta scenarii, schimba idei,
valida query-uri si colabora pentru a rezolva cazuri de securitate.

o Un utilizator care lucreaza intr-un Playground din Cyber Lab poate deschide direct o discutie in Brainstorming
Zone, atasand query-ul sau scenariul investigat

o Alti participanti pot vedea query-ul, il pot comenta, imbunatati sau propune variante alternative

o Discutiile sunt organizate pe categorii de date (Devices, Accounts, Registries, Applications, Groups, Agents,
Logon Types) toate filtrele vizibile in interfata platformei

o Rezultatele colaborarii pot fi salvate inapoi ca query-uriin Cyber Lab

Courses > Brainstorming Zone

Brainstorming Zone

Collaborate, explore, and grow. This is where ideas
meet feedback, and great solutions are born through
shared knowledge.

All Devices information Accounts information Registries information

Applications information Groups information Agents information Logon Types
Search feed by description

cyber-academy.siembiot.eu/brainstorming-zone
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Cyber Academy - Beneficii pentru institutii si organizatii

Reducerea riscurilor

v'"Reduce riscurile prin imbunatatirea
comportamentului si aplicarea
bunelor practici de securitate

Maturitate NIS2

v'Sprijina alinierea la cerintele NIS2
prin dezvoltarea competentelor
necesare proceselor Si
responsabilitatilor de securitate.

Competente aplicate

v'Participantii isi dezvolta competentele
prin exercitii practice si scenarii
inspirate din situatii reale.

Expertware 2026

Aliniere industrie

v'Participantii sunt pregatiti pentru
cerintele mediului profesional si pentru
procesele utilizate in industrie.

DIRECTORATUL NATIONAL

X ,,
6 p e rtwa re ;oo@' DE SECURITATE CIBERNETICA
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Demonstratie Practica Cyber LAB

1. Office 365/ OneDrive 2. Azure / Risc utilizator 3. Sysmon / Process Creation

Monitorizarea activitatii utilizatorilor in cloud Detectarea comportamentului anormal la autentificare Investigarea proceselor lansate de browsere

> Query 4 — Events Regarding Risk User Returneaza evenimentele > Query 5 —Process Creation Generated By Browsers Toate
Azure legate de risc la autentificare — logon din locatie evenimentele Sysmon Event ID 1 generate de Chrome, Firefox,

neobisnuita sau noua, cu generare de alerta pe contul Opera, Brave.
utilizatorului.

» Query 1 — Custom Mass Download Anomaly: Detecteaza
toate descarcarile unui utilizator specific din OneDrive via
SharePoint Online.

» Query 6 — Process Creation — Device specific + URL specific

> Query2 —.Events From A.Sp(‘acifi'c IP Address: Returneaza Rafineaza Query 5: returneaza procesele create de un browser pe un
toate evenimentele/operatiunile din Office 365 generate de un device anume si pentru un URL specific accesat de utilizator.
IP specific.
. : » Query 7 — All Events Containing A Specific Value Returneaza toate
» Query 3 — Events From IP (Excluding OneDrive Downloads): evenimentele care contin un URL specific in context — cel mai
Similar cu Query 2, dar exclude descarcarile din OneDrive — simplu mod de a pivota pe un indicator.

util pentru reducerea zgomotului in investigatie.

4. Investigatie avansata (Ema|[ + Browser + Toate cele 9 query-uri urmaresc de fapt un singur scenariu de investigatie:
i 1.Se detecteaza descarcari masive din OneDrive > Query 1
Outlook)

2.Se identifica IP-ul sursa si activitatea lui > Query 2, 3
3.Se verifica daca contul este marcat ca risc in Azure > Query 4
4.Se cauta daca s-a lansat vreun proces suspect din browser pe device > Query 5, 6, 7

Corelarea vectorilor de atac

» Query 8 — Process Creation via Browser, Parent Process =

Outlook [dentificd daca un linkSUspec i A 5.Se confirma ca procesul a fost declansat dintr-un email Outlook > Query 8
declansat un proces in browser, pe un device si URL specifice — 6.Se recupereaza emailul original care a initiat tot lantul > Query 9
pivot key pentru phishing.
> Query 9 — Email Accessed with Specific Subject + Fiecare query nu este izolat, este un pas dintr-o investigatie reala end-to-end, exact
Compromised User Returneaza emailurile accesate de utilizatorul A
compromis care contin in subiect un cuvant cheie legat de URL-ul cum ar lucra un analist SOC.

suspect gasit anterior —inchide cercul investigatiei.
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Cybersecurity & Al Engineering

L

. Programe academice aplicate si laboratoare dedicate

Dezvoltarea de laboratoare virtuale pentru testare, simulare de atacuri si exercitii de tip cyber range
Integrarea platformei in curricula / Proiecte practice interdisciplinare

2. Parteneriate pentru cercetare & inovare

Proiecte comune de cercetare in domenii emergente: Al-driven threat detection, Zero Trust architectures etc.

Aplicare la granturi europene (Horizon Europe, Digital Europe)
Publicatii stiintifice si studii de caz bazate pe date reale din industrie

3. Dezvoltarea de centre de excelenta

Crearea unor hub-uri academice in cybersecurity & Al
Colaborare cu industrie pentru validarea competentelor si alinierea la cerintele pietei

4. Pregatirea viitoarei generatii de specialisti
Internship-uri si programe de mentorat cu experti din industrie
Proiecte de licenta, disertatie si doctorat ancorate in provocari reale

Expertware 2026
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Cyber Security News

v’ Este zona stirilor zilnice din Securitate cibernetica —ce
atacuri au loc si cum afecteaza lumea reala.

v' Aduna informatii de peste 14 portaluri dedicate
securitatii cibernetice.

v Publicam peste 20 de articole saptamanal.

v’ Articole specializate care prezinta in detaliu incidente
reale de securitate.

v' Resurse educative explicate simplu — pentru a intelege

nu doar ,,ce s-aintamplat”, ci si ,ce putem invata din asta”

Siembiot.eu/cyber-security-news

,// SIEIVIBID I Home Use Cases Technologies Library Cyber Security News > Siembiot for MSP
i

Cyber Security News

Stay ahead of the hackers! Dive into the latest cyl:;
and expert insights keeplng our digit I werl

cyber secuiews tips, and trends —

Weekly Top

5

Subscribe Gt you free trial

-, =~

¥

Vulnerabilities in BIG-IP, ‘ G-IP, Vulnerabilities in BIC
|
Cybersecurity Cybersecurity = Cybersecurity

F5 Patches Critical F5 Patches Critical
F5 released its February F5 released its February I F5 released its Februar
ATE Muinrtarks Cn. ANIE Misnrbarhs Coririneg 5 ANIE Meanrbnrhe Cocririn
88 All(6143) Cybersecuri ity (5948) @& Artificial inteligence (119) & Networking (76)
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La lansarea Battlefield
6, Electronic Arts a

Un baraj din Bremanger, identificat si blocat

Norvegia, a fost sabotat
de hackeri pro-rusi, care peste 300.000 de

. : : incercari de trisare,
au eliberat apa timp de o
thehackernews.com protejand astfel

patru ore. darkreading.com : . ] :
Integritatea jocului

15,000 Fake TikTok Shop online
Domains Deliver R North Korea Attacks |

South Koreans With

Cybersecurity

Cybersecurity researchers Cybersecurity

have lifted the veil on a A
DPRK hackers are throwing

every kind of malware at the

15.000 de domenii e
false de magazine bleepingcompter.com Coreea de Nord este
TikTok Shop livreaza acuzata ca a lansat
. S h cybersecuritynews.com

malwal’e Sl fLI Fa Pro-Russian hackers ataCUI’I ransomware

criptomonede printr-o blamed for water dam asupra unor companii .
P ) P i P P Electronic Arts Blocked
campanie de Cybersecurity din Coreea de Sud, 300,000 Attempts
Inselatorie bazata pe TRE NorseEn Police et blocand accesul la R
inteligenta artificiala. Service (PST) says that pro- date prin criptare si

I S % Electronic Arts has revealed
cerand rascumparare. that their Javelin anti-cheat
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