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BOOST YOUR COMPANY'S SECURITY WITH _
SOC TRAINING Congratulations

Equip your SOC team to handle today’s toughest cyber threats. Enroll now for expert-led

courses tailored for corporate security teams. Build skills, boost defenses, and stay ahead. CO M p L ETE YO U R REG ISTRATI O N | AC C O U N T R E G I ST E R E D
Start today! *
You're almost there!
To complete your account setup, please choose a strong password. After you've set your password,
Company name* you'll gain full access to the courses page, where you can explore all available training resources.
gh Company name Additionally, you'll be able to invite more attendees from your company to join the courses and
enhance their learning experience. We're excited to have you on board!
VAT* Country*
DE Sy ORION N Username
Contact person* £ Nemtoi Marian
L Contact person | “
Invited by
Contact email* fh Test NMM EXP
& Contact email
Password*

Contact phone number*

R i TR te R Your account has been successfully registered. You can now log in and start
e exploring all the features available to you.

Message (%) Confirm password . .
Message ’ If you have any questions or need assistance, feel free to contact our support
Password requirements team.
Min 12 characters A-Z a-z 0-9 special characters

Welcome aboard!

| have reviewed and acknowledged the Terms and conditions and Privacy

Policy of the Cyber Academy website. I have reviewed and acknowledged the Terms and conditions and Privacy Policy of the Cyber Academy
website.

Go to Home
e =
Go to Home ) Save
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After submission, an invitation email will be sent to the user with instructions
on how to proceed. The user will be able to accept the invitation and
complete any necessary steps to join the platform.

Name*
. Q Name No content found
Courses » Administration o
. . . Email*
Administration
M Emai
m Company name r_a Company number Country
| Test NMM EXP M 1234 l ' Romania
Cancel Save
Administrators Students
Search user
Q search Invite admin
|1 Name i1 Email i1 Status Actions
9, Nemtoi Marian marian.nemtoi@getronics.com Approved m]
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R I I R ‘ NIST 800-53 Essentials: GDPR in Cybersecurity Safeguarding Your Network Cybersecurity Domains and Cyber Security Risk
Unlocking Effective Security Infrastructure Specializations Management - Frameworks

P
P

NIST 800-53 Essentials: Unlockin, GDPR in Cybersecurity explores the Safeguarding Your Network The discipline of cybersecurity is In the modern di%tal landscape,
Effective Security Controls provides intersection of data protection and Infrastructure provides a . vast and includes many subfields, the significance of cybersecurity
a foundational understanding of cybersecurity under the General comprehensive guide to securing each of which focuses on a distinct risk management is more crucial
) z L~ = i L po P © Completed 00 B2 200 => 200 > © Completed 00 12 200 >
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Website Cybersecurity: Securing Your Devices: The The Hidden Dangers of Cybersecurity in Mobile The Importance of Device
Protecting Your Online Dangers of Leaving Your Public Wi-Fi: How to Protect Banking: Protecting Your Security & Updates
o Ve d L d Ve d a ~ 5 pd 7z (] L4
V u IJ l ' R Ldl %m étl & e m eto d e d e G I Y IJ I I E : R IJ Websites are prime targets for In this course, you will learn about Public Wi-Fi networks are = Mobile banking has become a In today’s interconnected world, the
cyber threats, from data breaches the security risks associated with convenient but can E{ose significant convenient way to manage security of your devices is more
to hacking attempts. Without leaving your devices unattended cybersecurity risks. Hackers often finances, but it also presents important than ever. This course
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Cyber Threats & Protection
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Email Phishing - A Beginner's Guide to Phishing Analysis Investigation methods - Anomaly discovered in login
Understanding, Preventing, Online Safety Fundamentals SIEMBIOT ALERTS events
Email Phishing - Understanding, This course provides essential This course provides a foundational SIEMBIOT Alerts notify SOC teams An anomaly has been detected
Preventing, and Respondin; knowledge to help you navigate the understanding of phishing attacks, about potential security incidents, between events regarding a user
C b e r C d e m S i e m b i Ot e u/kn OWl e d e h u b provides essential knowledge on digital world securely. You will learn how to analyze them, and best helping them detect, investigate, (328beace84@dom08.SMB01) that
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A nivelulul de dificultate: Beginner/Intermediate/Advanced

and Specializations
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Informational Quizzes

The discipline of cybersecurity is vast and includes many subfields, each of which
focuses on a distinct facet of protecting digital networks, systems, and data. In
order to defend against changing cyberthreats, cybersecurity experts specialize in
several fields.

V Zonade quiadt qlJWT Rt GYURHRGE WG Uq! 2 L
Network Security, Endpoint Security, and Cloud Security dobandite pe parcursul cursului.

This chapter covers the key areas of cybersecurity: Network Security, Endpoint Security, and Cloud Security. It explores methods for protecting networks from attacks, securing
devices like laptops and smartphones, and safeguarding data and services hosted on the cloud. Topics include firewalls, antivirus software, encryption, intrusion detection
systems, and identity management.

Informational / S Course Chapters

«2 Incident Response

_— The methodical technique used in incident response (IR) to manage cybersecurity ?:ctuwr?rk gre\fjua?usnszgﬁ:,?t o
41 . Whlch Of the followi ng are key Components Of network secu rlty7 events including data leaks, ransomware attacks, or insider threats is known as . 7
1AM, or identity and access (-]
management
Important stages of incident response:
- « Development of policies, practices, and incident handling training for preparation. DevSecOPS and Application (-]
A) Firewalls A , security
« Identification and analysis of possible security events.
« Containment: By separating impacted systems, one can stop more damage. — Q Incident Response and the ©
S Wy . : . Security Operations Centre
« Eradication is the system’s threat being eliminated.
. . . (SOC)
B) I ntrUSIOn Detealon d nd Preventlo n SYStem S ( ' D PS) ¢ Restoring damaged systems and guaranteeing normal operations starting point is
recovery.
* Analyzing the incident will help to strengthen security policies in post-incident n
review.

¢ Delayed Detection: Some attacks go months unnoticed.

D) Vl rtu a I Prlvate Networks (VP N S) » Lack of Expertise: Companies battle to locate qualified cybersecurity experts.

+ Attacks from staff members or trusted insiders are challenging to find and

> -apresent an Insider Threat. -

C) Social media tracking ik @
Typical Problems in Incident Response: : J
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A NIST 80053 Essentials: Unlocking Effective Security
A GDPR in Cybersecurity

A Safeguarding Your Network Infrastructure

A Cybersecurity Domains and Specializations

. . Cybersecurity Standards & Best Practices
A Cyber Security Risk ManagementFrameworks
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A Phishing Analysis Advanced Tactics b l ® % - o @
,, " ,
A Cybersecurity Careers: Your Path to a FuturBroof | ® \
A How to use Cyber Lab ——if 4 @@
A DQL Query PraCtlca- Appllcatlon Monltorlng NIST 800-53 Essentials: GDPR in Cybersecurity
. . Unlocking Effective Securi
A DOQL Query Practicer Windows Logon Types sl
. . e secinty Cools piovfes | | mrseai ofdst plotcton and
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A Social Engineering

A Methods for detecting open ports

A OSINT Foundations in Cybersecurity Operation
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Cybersecurity Domains and
Specializations

The discipline of cybersecurity is
vast and includes many subfields,
each of which focuses on a distinct
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A Website Cybersecurity: Protecting Your Online

A Securing Your Devices: The Dangers of Leaving Your
A The Hidden Dangers of Public Wi: How to Protect

A Cybersecurity in Mobile Banking: Protecting Your

A The Importance of Device Security & Updates

A Install application attempt generated by a privileged or
non-privileged account

A Web application penetration testing
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Website Cybersecurity: Securing Your Devices: The The Hidden Dangers of Cybersecurity in Mobile The Importance of Device
Protecting Your Online Dangers of Leaving Your Public Wi-Fi: How to Protect Banking: Protecting Your Security & Updates

Websites are prime targets for In this course, you will learn about Public Wi-Fi networks are Mobile banking has become a In today’s interconnected world, the

cyber threats, from data breaches the security risks associated with convenient but can EOOSQ significant convenient way to manage security of your devices is more

to hacking attempts. Without leaving your devices unattended cybersecurity risks. Hackers often finances, but it also presents important than ever. This course
Progress 20%
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Securing Your Devices: The Dangers of Leaving Your Devices Unattended

In this course, you will learn about the security risks associated with leaving your devices unattended and how cybercriminals exploit these opportunities. We will explore real-world threats such as unauthorized
access, data theft, malware installation, and physical tampering. You will also discover best practices for securing laptops, smartphones, and other devices in public and private spaces.

Course Content

Introduction to Device Security

Device security is the first line of defense against cybercriminals and unauthorized access. This chapter introduces the fundamental concept of device
security and outlines why it's critical to secure your devices, especially when they are not in use. We'll explore how the smallest oversight, like leaving
your device unlocked for just a few minutes, can open the door for thieves, hackers, or malicious actors to exploit vulnerabilities.

The Dangers of Physical Theft and Unauthorized Access

This chapter dives into the direct risks associated with leaving devices physically unattended. We'll look at how easy it is for devices like laptops,
smartphones, and tablets to be stolen when left unsecured in public or at home. Physical theft is one of the easiest ways cybercriminals gain access to
personal data. But theft is just one part of the story. Unauthorized access can also occur when a device is left unlocked or unattended in shared or
unsecured spaces.

Protecting Personal Data from Cyber Criminals

In today’s digital age, personal data is a valuable commodity. Cybercriminals are constantly looking for ways to steal information such as passwords,
financial records, and personal files, especially from devices that are left unattended. In this chapter, we'll examine the types of cyberattacks that can
occur when your device is not properly secured, including phishing, social engineering, spyware, and keylogging.

18 [:] Beginner 0%

Informational Quizzes

Best Practices for Locking and Securing Your Devices

This chapter provides practical, actionable steps you can take to secure your devices. It goes beyond theory and gives you clear, step-by-step Start now
instructions for locking down your devices, making sure they're safe from unauthorized access. A secure device is one that requires authentication ¥
before it can be accessed, whether through a PIN, password, fingerprint, or facial recognition.
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Nivel: Beginner, Limba E URD G IJAC
A Email Phishingr Understanding, Preventing, and Responding Fundarera sevpiotaers -l e W opeamacompany. W

1 U 1 1 This rse provides y i =\ T s notifv eams Ar S teict A  Foa tho G 3 = Lo i
AA Beginner's Guide to Online Safety This course provides o fundatcnal [l SEVBIOT Alerts oty SOCumams [l A anomaly has been detectnd Analer from the Sysmon chamel [l A Romarianinked qpbercrime
! . i how to analyze them, avnh»a(: helping them detect, investigate, (328beace84@dom08.SMBO01) that cv (!mm)mhm a company device
A Phishing Analysis Fundamentals 00 B | o=z o0 @ B oo 1 BL 1 B >
A Investigation methods- SIEMBIOT ALERTS L
A Anomaly discovered in login events

A Red Team Fundamentals

Nivel: Intermediate, Limba EUR G IJA ¢
A Suspicious file has been dropped in a company
A VENOM SPIDER

A Email header analysis

Nivel: Advanced, Limba EUR G IJA ¢
A Multi stage MALWARE compromise using LOL BINS



