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Coordonator Partener

ÂũċƣŉŸƖůčШĲĬƨĦċƧŔŸŰċũčШƓĲŰƣƖƨШĬĲǍƻŸũƣċƖĲċШĦŸůƓĲƣĲŰƧĲũŸƖ
ŘŰШƚĲĦƨƖŔƣċƣĲШĦŔĤĲƖŰĲƣŔĦč
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Contextul actual alƚĲĦƨƖŔƣčƧŔŔШĦŔĤĲƖŰĲƣŔĦĲ

?ŔŊŔƣċũŔǍċƖĲċШċĦĦĲũĲƖċƣčШċШ
mediului academic

ÅƨƣŔũŔǍċƖĲċШĲǂƣŔŰƚčШċШ
platformelor online, 
ĦũŸƨĬШƟŔa accesului 
remote 

ÅĦƖĲƟƣĲƖĲċШƚƨƓƖċŉĲƧĲŔШĬĲШ
ċƣċĦШŸĬċƣčШĦƨШ
digitalizarea proceselor 
ĲĬƨĦċƧŔŸŰċũĲШ

9ƖĲƟƣĲƖĲċШċƣċĦƨƖŔũŸƖШċƚƨƓƖċШ
ŔŰƚƣŔƣƨƧŔŔũŸƖШĲĬƨĦċƧŔŸŰċũĲШ

ÅƓőŔƚőŔŰŊШƟŔШ
compromiterea 
ĦŸŰƣƨƖŔũŸƖШŔŰƚƣŔƣƨƧŔŸŰċũĲШ

Åacces neautorizat la 
ĬċƣĲШċĦċĬĲůŔĦĲШƟŔШ
administrative 

 ĲƻŸŔċШĬĲШĦŸůƓĲƣĲŰƧĲШ
practice în cybersecurity 

ÅĬŔŉĲƖĲŰƧčШŘŰƣƖĲШƓƖĲŊčƣŔƖĲċШ
ƣĲŸƖĲƣŔĦčШƟŔШĦĲƖŔŰƧĲũĲШ
reale ale industriei 

ÅĦĲƖĲƖĲШĦƖĲƚĦƨƣčШƓĲŰƣƖƨШ
ƚƓĲĦŔċũŔƟƣŔШĦƨШĲǂƓĲƖŔĲŰƧčШ
ƓƖċĦƣŔĦčШ



ÂƖŸƻŸĦċƖĲċШċĦƣƨċũčШŘŰШĲĬƨĦċƧŔċШĦǃĤĲƖƚĲĦƨƖŔƣǃ
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?ŔŉĲƖĲŰƧčШŘŰƣƖĲШĦĲƖŔŰƧĲũĲШŔŰĬƨƚƣƖŔĲŔ
ÎŔЮƓƖĲŊčƣŔƖĲċЮċĦċĬĲůŔĦč

Lipsa expunerii

xċЮƚĦĲŰċƖŔŔЮƖĲċũĲЮĬĲЮƚĲĦƨƖŔƣċƣĲЮĦŔĤĲƖŰĲƣŔĦč

ÅEĬƨĦċƧŔċШŘŰШƚĲĦƨƖŔƣċƣĲШĦŔĤĲƖŰĲƣŔĦčШƚĲШĦŸŰŉƖƨŰƣčШĦƨШŸШƓƖŸƻŸĦċƖĲШ
ůċŢŸƖčа ĬŔŉĲƖĲŰƧċШĬŔŰƣƖĲШĦƨŰŸƟƣŔŰƧĲũĲШƣĲŸƖĲƣŔĦĲШƟŔШĦŸůƓĲƣĲŰƧĲũĲШ
ŰĲĦĲƚċƖĲШŘŰШůĲĬŔŔũĲШŸƓĲƖċƧŔŸŰċũĲШƖĲċũĲЮ

ÅfŰƚƣŔƣƨƧŔŔũĲШċĦċĬĲůŔĦĲШċƨШŰĲƻŸŔĲШĬĲШůĲƣŸĬĲШĬĲШŘŰƻčƧċƖĲĦċƖĲШƚčШ
ċƓƖŸƓŔĲШƚƣƨĬĲŰƧŔŔШĬĲШƚĦĲŰċƖŔŔШƖĲċũĲШƟŔШƓƖŸĦĲƚĲШƨƣŔũŔǍċƣĲШŘŰШŔŰĬƨƚƣƖŔĲЮ

Å9ǃĤĲƖШ ĦċĬĲůǃШƖčƚƓƨŰĬĲШċĦĲƚƣĲŔШƓƖŸƻŸĦčƖŔШƓƖŔŰƣƖ-un model 
ĲĬƨĦċƧŔŸŰċũШĦċƖĲШĦŸůĤŔŰčШĦƨŰŸƟƣŔŰƧĲũĲШƣĲŸƖĲƣŔĦĲШĦƨШĲǂƓĲƖŔĲŰƧċШ
ƓƖċĦƣŔĦčШƟŔШĦŸũċĤŸƖċƖĲċШċƓũŔĦċƣčЯШĦŸŰƣƖŔĤƨŔŰĬШũċШĦƖĲƟƣĲƖĲċШŰŔƻĲũƨũƨŔШĬĲШ
ůċƣƨƖŔƣċƣĲШŘŰШƚĲĦƨƖŔƣċƣĲШĦŔĤĲƖŰĲƣŔĦčЯШŘŰШũŔŰŔĲШĦƨШĬŔƖĲĦƧŔŔũĲШ fÉΞЮ

Accent pe teorie
EǂƓĲƖŔĲŰƧčЮƓƖċĦƣŔĦčЮũŔůŔƣċƣč



ÂũċƣŉŸƖůčШĲĬƨĦċƧŔŸŰċũčШƓĲŰƣƖƨШŸƖŊċŰŔǍċƧŔŔоƨŰŔƻĲƖƚŔƣčƧŔШ
9ǃĤĲƖШ ĦċĬĲůǃШŸŉĲƖčШĦƨƖƚƨƖŔШƟŔШĲǂĲůƓũĲШƓƖċĦƣŔĦĲШĦċƖĲШĲǂƓũŔĦčШƖŔƚĦƨƖŔũĲШĬĲШƚĲĦƨƖŔƣċƣĲШƟŔШůŸĬƨũШŘŰШ
ĦċƖĲШċĦĲƚƣĲċШƚƨŰƣШŊĲƚƣŔŸŰċƣĲШŘŰШŸƖŊċŰŔǍċƧŔŔЮ
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jŰƻčƧċƖĲƓƖŸŊƖĲƚŔƻč
ÂċƖƣŔĦŔƓċŰƧŔŔШƓŸƖŰĲƚĦШĬĲШũċШĦŸŰĦĲƓƣĲШĬĲШĤċǍčШƟŔШċŢƨŰŊШƣƖĲƓƣċƣШũċШĲǂĲƖĦŔƧŔŔШƟŔШƚĦĲŰċƖŔŔШƓƖċĦƣŔĦĲЮ

CumƖčƚƓƨŰĬĲCyberAcademyƓƖŸƻŸĦčƖŔũŸƖ

Aliniere laĦĲƖŔŰƧĲũĲNIS2
ÂũċƣŉŸƖůċШċŢƨƣčШŸƖŊċŰŔǍċƧŔŔũĲШƚčШŘƟŔШƓƖĲŊčƣĲċƚĦčШƓĲƖƚŸŰċũƨũШƓĲŰƣƖƨШĦĲƖŔŰƧĲũĲШ fÉΞШƓƖŔŰШŉŸƖůċƖĲċШƨŰŸƖШ
practici corecte de securitate.



9ǃĤĲƖШ ĦċĬĲůǃШƓŸċƣĲШŉŔШċĦĦĲƚċƣčШƨƟŸƖШĬĲШŸƖŊċŰŔǍċƧŔŔШƓƖŔŰƣƖ-
un ĦŸŰƣШŸƖŊċŰŔǍċƧŔŸŰċũШŊƖċƣƨŔƣЯШĦċƖĲШƓĲƖůŔƣĲШċĬčƨŊċƖĲċШ
ƣƖĲƓƣċƣčШċШƓċƖƣŔĦŔƓċŰƧŔũŸƖШŘŰШŉƨŰĦƧŔĲШĬĲШƖŸũƨƖŔШƟŔШŰĲƻŸŔЮШ

Accesul este public , iar implementarea poate începe 
gradual, printr-ƨŰШƓƖŸŊƖċůШƓŔũŸƣШċĬċƓƣċƣШƚƣƖƨĦƣƨƖŔŔШŉŔĲĦčƖĲŔШ
ŸƖŊċŰŔǍċƧŔŔЮ
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ĦĦĲƚШƚŔůƓũƨШƟŔШŉũĲǂŔĤŔũШƓĲŰƣƖƨШŸƖŊċŰŔǍċƧŔŔ

9ƨůШƓŸċƣĲШŉŔШċĦĦĲƚċƣčШ9ǃĤĲƖШ ĦċĬĲůǃ

https://cyber -academy.siembiot.eu/
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Accesul în Cyber Academy
Înrolare ŘŰШƓũċƣŉŸƖůč
ÅÖƣŔũŔǍċƣŸƖƨũШĦŸůƓũĲƣĲċǍčШŉŸƖůƨũċƖƨũШĬĲШŘŰƚĦƖŔĲƖĲЯШŔċƖШ
ĬƨƓčШƣƖŔůŔƣĲƖĲШƓƖŔůĲƟƣĲШƨŰШůĲƚċŢШƟŔШƨŰШĲůċŔũШĦċƖĲШ
ĦŸŰŉŔƖůčШĦčШƚŸũŔĦŔƣċƖĲċШĲƚƣĲШŘŰШĦƨƖƚШĬĲШƻĲƖŔŉŔĦċƖĲЮ

Crearea contului
Å?ƨƓčШċƓƖŸĤċƖĲċШƚŸũŔĦŔƣčƖŔŔЯШƨƣŔũŔǍċƣŸƖƨũШċĦĦĲƚĲċǍčШ
ũŔŰťƨũШƓƖŔůŔƣШƓĲШĲůċŔũЯШŘƟŔШƚĲƣĲċǍčШƓċƖŸũċШƟŔШŉŔŰċũŔǍĲċǍčШ
crearea contului pentru a putea accesa platforma.
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ĬůŔŰŔƚƣƖċƖĲċШŸƖŊċŰŔǍċƧŔĲŔîn Cyber Academy

V?ƨƓčШċƨƣĲŰƣŔŉŔĦċƖĲЯШċĬůŔŰŔƚƣƖċƣŸƖƨũШċƖĲШċĦĦĲƚШũċШǍŸŰċШĬĲШ
ċĬůŔŰŔƚƣƖċƖĲЯШƨŰĬĲШƓŸċƣĲШŔŰƻŔƣċШċĬůŔŰŔƚƣƖċƣŸƖŔШƚċƨШƚƣƨĬĲŰƧŔШƟŔШũĲШ
ƓŸċƣĲШŸŉĲƖŔШċĦĦĲƚШũċШuŰŸƽũĲĬŊĲШcƨĤЯШ9ǃĤĲƖШxċĤШƟŔШ7ƖċŔŰƚƣŸƖůŔŰŊШ
Zone.

V ?ŸċƖШċĬůŔŰŔƚƣƖċƣŸƖŔŔШƓŸƣШċĬčƨŊċШƨƣŔũŔǍċƣŸƖŔШŰŸŔЮ
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ÉƣƖƨĦƣƨƖčШ
Cyber Academy

Knowledge
Hub

Cyber 
Lab

Brainstorming 
Zone

Fundamente teoretice

EǂƓĲƖŔĲŰƧčШƓƖċĦƣŔĦč

9ŸũċĤŸƖċƖĲШƟŔШċŰċũŔǍč



Knowledge Hub = cursurigratuite 
de awarenessîn securitate 
ĦŔĤĲƖŰĲƣŔĦč
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Peste30 de cursuri, organizatepe treiĬŔƖĲĦƧŔŔШƓƖŔŰĦŔƓċũĲа

V Standardele ƟŔbunele practici înƚĲĦƨƖŔƣċƣĲШĦŔĤĲƖŰĲƣŔĦč

V Securitatea dispozitivelor ƟŔaċĦƣŔƻŔƣčƧŔũŸƖonline

V ůĲŰŔŰƧčƖŔcibernetice ƟŔmetode deƓƖŸƣĲĦƧŔĲ

йÂŸƧŔШŘŰĦĲƓĲШůċŔШůƨũƣĲШĦƨƖƚƨƖŔШƚŔůƨũƣċŰЮ

йй ŔШƓŸƚŔĤŔũŔƣċƣĲċШĬĲШċШŘŰƣƖĲƖƨƓĲШƨŰШĦƨƖƚШŘŰШŸƖŔĦĲШůŸůĲŰƣШƟŔШĬĲШċ-l relua 

ƨũƣĲƖŔŸƖЯШĲǂċĦƣШĬĲШƨŰĬĲШċŔШƖčůċƚЮ

Cyber - academy.siembiot.eu/knowledge - hub
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Structura unui curs înCyber Academy
VFiecare curs include o ƓƖĲǍĲŰƣċƖĲШŊĲŰĲƖċũčШƟŔШƨŰШŔŰĬŔĦċƣŸƖШċũШ

nivelului de dificultate: Beginner/Intermediate/Advanced 

VCursurile sunt structurate în capitole relevante, iar fiecare capitol 
ĦŸŰƧŔŰĲШƣŸċƣĲШŔŰŉŸƖůċƧŔŔũĲШĲƚĲŰƧŔċũĲШũĲŊċƣĲШĬĲШƚƨĤŔĲĦƣЮШ

VZona de quiz ĲƚƣĲШĬŔƚƓŸŰŔĤŔũčШƓĲŰƣƖƨШƻĲƖŔŉŔĦċƖĲċШĦƨŰŸƟƣŔŰƧĲũŸƖШ
dobândite pe parcursul cursului. 
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Nivel: Beginner, Limba EŰŊũĲǍčЯШxŔůĤċШÅŸůēŰč

ÅNIST 800-53 Essentials: Unlocking Effective Security

ÅGDPR in Cybersecurity

ÅSafeguarding Your Network Infrastructure

ÅCybersecurity Domains and Specializations

ÅCyber Security Risk Management - Frameworks

ÅPhishing Analysis Advanced Tactics

ÅCybersecurity Careers: Your Path to a Future-Proof

ÅHow to use Cyber Lab

ÅDQL Query Practice тApplication Monitoring

ÅDQL Query Practice тWindows Logon Types

ÅDQL Query Practice тWindows Group

ÅSocial Engineering

ÅMethods for detecting open ports

ÅOSINT Foundations in Cybersecurity Operation

ÅANEXA 2 т?ĲĲƓŉċťĲШыxŔůĤċШÅŸůēŰčь

ÅProtejarea si recuperarea conturilor de social media (LimbaÅŸůēŰčь

ÅEũĲůĲŰƣĲШĲƚĲŰƧŔċũĲШĬĲШƚĲĦƨƖŔƣċƣĲШĦŔĤĲƖŰĲƣŔĦč(LimbaÅŸůēŰčь

Cursuride Cybersecurity 
Standards & Best Practices



ÅWebsite Cybersecurity: Protecting Your Online

ÅSecuring Your Devices: The Dangers of Leaving Your

ÅThe Hidden Dangers of Public Wi-Fi: How to Protect

ÅCybersecurity in Mobile Banking: Protecting Your

ÅThe Importance of Device Security & Updates

ÅInstall application attempt generated by a privileged or 
non-privileged account

ÅWeb application penetration testing
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Nivel: Beginner, Limba EŰŊũĲǍč

CursurideDevice & 
Online Security
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Nivel: Beginner, Limba EŰŊũĲǍč
ÅEmail Phishing тUnderstanding, Preventing, and Responding
ÅA Beginner's Guide to Online Safety
ÅPhishing Analysis Fundamentals
ÅInvestigation methods - SIEMBIOT ALERTS
ÅAnomaly discovered in login events
ÅRed Team Fundamentals

Nivel: Intermediate, Limba EŰŊũĲǍč
ÅSuspicious file has been dropped in a company

ÅVENOM SPIDER

ÅEmail header analysis

Nivel: Advanced, Limba EŰŊũĲǍč
ÅMulti stageMALWARE compromise using LOL BINS

CursurideCyber Threats & 
Protection


